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Abstract
As part of a multimedia project research is being done in
the area of monitoring ana' debugging. The monitor to be
discussed in this paper is intended for use in distributed
systems, in particular in a network of multimedia workstations. The monitor is the first phase in the development of
a multimedia debugger. It taps (selected) information
streams, tasks, communications etc. The monitor then displays assorted information on a graphics display andlor
stores it in a database for later display and analysis.
The debugger is not concerned with 'low level' entities in
the system, like values of variables, or contents of registers.
This kind of information is handled by a source level debugger which is executedfiom within the 'high level' &bugger. This approach ensures a consistent userinterface
for the debug system.

Introduction
In a complex distributed environment 'normal' debuggers
offering low-level facilitiesoften fail to work due to certain
proporties of the system :

-

-

the absence of a global clock makes it difficult to
construct ordered traces without introducing substantial overhead,
the system is nondeterministic. Reruns of a program,necessary to locate a bug, may give different behaviour,
a huge amount of information is retrieved by
monitors. Suitable abstractions must be used in
order to make it comprehensible to the programmer.

Additionally, in distributed systems classical debuggers do
not present important data a programmer might be interested in, like process information or information on commu-
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nication between processors.
Another problem is the tapping of information out of the
system. This will influence the behaviour of the processor
because a (software) tap takes processor cycles. This is
called the probe effect [11. A bug that occurs during normal
execution of a program might never be reproduced while
under the debugger's control [2]. Perhaps a solution to this
problem, be it an expensive one, is described in [3], where
extra hardware is used to implement a non-invasive monitor for a realtime distributed system. A major disadvantage
is that not all events may show on the bus. Circuit integration and use of caches reduces bustraffic and thus the
number of events on the bus. The use of manufacturer provided processor hooks circumvent these problems. This approach is taken in the Flight Recorder [4] where the coprocessor protocols are used for event tracing.

Clocks
Events are collected per processor and then sent to a central
point where they are ordered in time. To get a proper ordering of events a global system time is needed. Fidge [5]
shows that the logical clock described by Lamport [6] is
not suitablefor a distributed system,because it will implicitly order the events totally and causality will be lost. The
partial ordering by the logical clocks of Fidge could be a
solution, but are not very suited for our system because,
since processes are created and deleted dynamically, the
number of processes is not constant. Therefore the vector
used for timestamping all communication is variable in
length and may become quite long. This will result in a relatively large communication overhead. It will even get
worse when the system is scaled to thousands of workstations.
To minimise communication overhead the solution of a
global clock is proposed, in which case all events are times-

tamped with a time that is equal in all workstations connected to the system.
The mechanism to accomplish the global clock is quite simple. The accurate time is transmitted by the PhysikalishTechnische Bundesanstalt Braunschweig in Germany.
Broadcaststation DCF-77has a range of over lo00 kilometers and may be received everywhere in Europe.The time,
even corrected for daylight saving time, is transmitted in
coded form. All workstations receive this code and once a
minute the local clock is synchronised with the transmitted
time, thus ensuring one global time systemwide (at least
within Europe). The solution is quite cheap: hardware already exists for personal computers to control the system
clock by DCF-77.

queues of the consistent ports. A thread may use a port set to
receive a message sent to any of several ports. A message is
a typed collection of data objects used in communicationbetween threads. Messages may be of any size and may contain inline data, pointers to data, and capabilities for ports.
Since ports are used to refer to objects (even memory objects), events should be gathered at the same point where
messages are handled. Port sets can be used to collect events
of a group of objects, for example, all the events of the filesystem.
A task is an execution environment and is the basic unit of
resource allocation. A thread is the basic unit of execution.
The conventional notion of a process is represented by a task
with a single thread of control.
A memory object is a storage object that is mapped into a
task's virtual memory. Memory objects are commonly files
managed by a file server, but a memory object may be implemented by any object that can handle requests to read and
write data.
Threads are the basic unit of scheduling. On a multiprocessor host, multiple threads from one task may be executing simultaneously (within the task's one address space). A thread
may be in a suspended state (prevented from running), or in
a runnable state (may be running or be scheduled to run).
Tasks may be suspended or resumed as a whole. A thread
may only execute if both thread and its task are runnable.
Resuming a task does not cause all component threadsto begin executing, but only those threads which are not suspended 183.
Events are stored as objects in a database and during debug
sessions de debugger retrieves data by means of a query language. Snodgrass asserts that the relational model is an appropriate formalism for structuring the information
generated by a distributed monitoring system [91.
Most events have associated data. This data can be rather
simple, like the processor name or number. But sometimes
this data is unstructured and complex. In the context of multimedia systems video frames and audio samples are examples of such data. In the last stage of the project the debugger
will be integrated with a 'complex object server' which is
subject of another part of the project. During the initial phases the monitor uses a database implemented with Oracle
[lo]. Unstructured and complex data is stored in separate
files with pointers stored in the database.

Events
The debugger is based on an earlier one, built for a multicomputer [7lIt is event-based, where an event may be any
interesting action that changes the state of the system.
Events are described as:
event = <
event-type,
begin-time, end-time,
node-id, task-id, thread-id,
in, in/out parameters,
out, in/out parameters,
result

>
Event-type specifies the type of event. Event-types of
interest are: communication, task and thread actions, scheduling activities, Operations on memory objects and processor assignments. Begin-t ime and end-t ime specify
the time, or period, the event takes place. Node-id,
task-id and thread-id specify the place and identification the event occured. The rest of the definition specifies
the data associated with the event.
Communication is done using ports. A port is a simplex
communication channel, implemented as a message queue
managed and protected by the kemel. A port is also the basic
object reference mechanism. Ports are used to refer to objects, operations on objects are requested by sending messages to the ports which represent them. A port set is a group
of ports. implemented as a queue combining the message
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The amount of collected events may be far to much, so before storing them in the database for later analysis and replay, they must be filtered. Filtering is done in two stages.
A first crude filter is associated with each tap in the system.
These filters determine which events are sent to the cenrral
monitor. They are kept as simple as possible to minimise
the probe effect. It is not necessaryto install the filter on the
node it belongs to; it’s placement may be on a free node. A
trade-off has to be made: running the filter on the local
node takes CPU time, but has the advantage that associated
actions are executed immediately. Running the filter on a
free node has the disadvantage that all events have to be
transmitted to the filter node.
An example of a filter instruction is:

Userinterface
A graphical userinterface, offering different levels of abstraction, displays the information during the debug session [111. Special care must be taken to show complex data
belonging to events, i.e. video frames or samples of voice
transmissions. Furthermore, time-object diagrams and animation of program execution will be basis for the userinterface.
The userinterface conmls all processes, not only the monitor, but also the database and a source level debugger. Because of this coordinating role of the userinterface the user
doesn’t need to be aware of these underlying pmesses. After finding, for instance, a certain sequence of events (monitor) the user can ask for the value of a variable (source
level debugger). This query may be realtime, during monitoring the system, but it could also be a query on the database.
The userinterface has a number of events, divided roughly
into four groups: status information, filter settings, setting
of breakpoints and debugger control functions.

<
On node-1
Select messagegrimitives
With (begin-time < 1000)
(task-number = 2 )
Exclude message-data
D o record status node-1

>
The second stage of filtering is done with recognizers. It’s
goal is to find sequences of events. A fmt application is to
replace a sequence of primitive events by one ’high-level’
event. This enables monitoring at different levels of abstraction, according to the user’s wishes. A second application is where the user wants the recognizer to perform a
certain action at a specified sequence of events. A third application is scanning the stream of events for illegal event
sequences (verification).
An example of a recognizer instruction is:

userinterface

I
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command interpreter

some level
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<
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system under test

Sequence a;b
Where a = <msg-send, task-l>
b = <msg-receive, task-2>
Do record system-status

>

~

event level

B

Figure 1: Global system view

A query language for the database may be used as a filter
for the events that are stored in the database. Queries are
controlled by the userinterfaceor more directly by the pro-
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Conclusion
The monitor is part of a multimedia project that started in
1991. It is only partly implemented and major parts of it are
still in the design phase. The source level debugger is ready
and the associated part of the userinterface is implemented.
A prototype of a new feature, the backtrace, in the source
level debugger is ready, but still needs a lot of testing.
Backtracing enables the user to 'unexecute' instructions. If
an error occurs it is now possible to go back in the program
to find the cause of the error. It is simular to the execution
backtracking approach described in [12].
The event taps in the system are being implemented now,
but may need a redesign. Taps are now placed at entry
points (traps) of the kernel. To do so one must alter the kernel to be used for debugging. A disadvantage is that it depends on the processor one uses. The next design
incorporates a preprocessor that places debug incantations
in the source code. The debugger is more portable and no
modifications of the kernel are needed.
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