
 
• Phonebook and Call Information, known 

respectively as the Abbreviated Dialling 
Numbers (ADN) and Last Numbers Dialled 
(LND).   

• Messaging Information, including both Short 
Message Service (SMS) text messages and 
Enhanced Messaging Service (EMS) multimedia 
messages. 

• Location Information, including Location Area 
Information (LAI) for voice communications and 
Routing Area Information (RAI) for data 
communications. 

 
News articles of high profile cases occasionally 

contain illustrative examples where such recovered 
evidence was used successfully in an investigation.  The 
following are two examples: 

 
• Text Message and Call Data [13] – “A pastor of 

the Pentecostal congregation in the small 
community of Knutby was sentenced to life in 
prison for persuading one of his lovers (the au 
pair) to shoot and kill his wife and trying to kill 
the husband of another mistress.  Two days after 
the murder, the pastor’s au pair Sarah S. claimed 
that she did it.  Despite her claims … the police 
believed she had an accomplice.”   
“The strongest evidence against the pastor was 
the extensive communication through text 
messages and voice calls between him and the au 
pair on the day of the murder and just before 
that.  What they did not know was that their 
(anonymously sent and) carefully deleted text 
messages were possible to recover.”  

• Location Data [14] – “Mr Bristowe told BBC 
News Online: ‘It was mobile phone evidence 
which made the police look more closely at 
Huntley.  He had been Mr. Useful, helping them 
to search the college grounds, but when they 
checked Jessica's phone and discovered when 
and where it had been switched off alarm bells 
began to ring… (Jessica's phone) disengaged 
itself from the network, in effect it says 
goodbye’ at 1846 BST on the Sunday when the 
girls disappeared.  Jessica's phone contacted the 
Burwell mast when it was turned off.”   
"’The police provided us with a map of the route 
they thought the girls would have taken, and the 
only place on that route where the phone could 
have logged on to Burwell (and disengaged 
itself) was inside or just outside Huntley's 
house.’  It is believed to be that crumb of crucial 
evidence which forced Huntley to change his 

story earlier this year and suddenly admit the 
girls died in his bathroom.”  
 

The failure of a forensic tool to correctly recover and 
report such relevant SIM data greatly impedes the ability 
of the forensics specialist and jeopardizes the credibility 
of the overall results. 

3.2 Design and Implementation 

The overall data flow of the identity module 
programmer (IMP) is given in Figure 6. Conceptually the 
process is straightforward.  Reference data is read by the 
program and used to populate the SIM shown at the right.  
Any errors are logged and a summary of the results is 
reported, once the appropriate access conditions for the 
SIM (i.e., defined in Card Data) are enabled.  The 
reference test data could be generated manually or 
automatically using a preprocessor.   

 

 
Figure 6: IMP Overview 

For IMP to communicate with a SIM, the SIM must 
be removed from a phone and placed into an appropriate 
reader.  Either a specialized reader that accepts a SIM 
directly or a general-purpose reader for a full-size smart 
card can be used, provided that it is compatible with the 
PC/SC (Personal Computer/Smart Card) specification, a 
popular general-purpose architecture for smart cards [15].  
For full-size card readers, a standard-size smart card 
adapter is needed to house the SIM for insertion into the 
reader.   

Reference data can be populated on a SIM only when 
the correct access conditions for an EF are satisfied to 
enable update (i.e., write) operations to be performed.  
However, different access conditions prevail for the 
various EFs of interest needing to be populated.  Common 
access conditions include Personal Identification Number 
(PIN) verified and administrator code verified access.  
While PINs are usually available for most production 
SIMs, administrator codes are normally kept by the 
network carrier and not made available.  One exception is 
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test SIMs, which are available from most SIM 
manufacturers for development purposes.  The PIN values 
and administrator access codes are usually provided by 
the manufacturers together with the test SIMs.  As one 
might expect, test SIMs allow a greater range of reference 
data to be populated.  Nevertheless, production SIMs can 
still form a useful baseline for validation, as long as EFs 
not populated by the tool are noted and taken into account 
during tool validation.  Both types of SIMs can be used 
with IMP.   

Because of the variation possible between SIMs, the 
defined reference test data may exceed the capacity of an 
EF or the size of the field.  Attempts to exceed either type 
of limit are detected and processed by the SIM itself.  Out 
of bounds references are denied and overly long data are 
truncated to the space available.  IMP logs any deviations 
between the populated data and reference data as they 
occur.  A summary of all reference test data populated by 
IMP appears in the output report, as well as the contents 
of certain EFs that could not be populated, which together 
provide a known definitive baseline for validation. 

The initial set of reference data was drawn from test 
scenarios recently used in assessments of forensic SIM 
tools involving basic, location, EMS, and foreign 
language data.  Basic data includes subscriber (e.g., the 
IMSI and ICCID elementary files), phonebook (i.e., the 
ADN elementary file), recent call (i.e., the LND 
elementary file), and SMS message related information.  
Besides common input data, known problematic input, 
such as the use of a special character for a phonebook 
name entry, were included.  Foreign language data 
involves text messages and phonebook data that are 
expressed in a language other than English.  EMS data 
consist of text messages more than 160 characters in 
length and containing black and white bitmap images or 
monophonic melodies.  EMS messages can also contain 
formatted text with different font styles and fonts.  
Location data includes location-related information, such 
as the last location area or routing area where the phone 
disengaged from the network (i.e., the LOCI and 
LOCIGPRS elementary files).   

 

Figure 7: Example XML Phonebook Entry 

XML is used to represent test data for input to IMP.  
XML is a popular syntax, able to be processed by 

computers and, with some effort, also understood by 
humans.  Many XML editors exist, as well as tools for 
defining data type descriptions and schemas against 
which data representations can be constructed and 
automatically verified.  These characteristics motivated its 
choice.  Figure 7 shows an example phonebook entry for 
an Asian name and an international telephone number 
encoded in XML. 

One consideration in constructing the XML schema 
is defining ways to represent deleted entries in the test 
data.  No delete operation exists for SIMs.  Instead, 
deletion is accomplished by updating information in an 
elementary file with strings of hexadecimal “FF.”  The 
one exception involves SMS message content, by which a 
status flag is used to indicate a deleted entry instead of 
“FF” overwrite, allowing the content to be recovered.  
The structure of an elementary file affects the way deleted 
information is represented.  For example, for linear fixed 
files, a record number could be used to specify the content 
of the indicated record, whereby a deleted entry is simply 
never referenced.  However, that choice might induce 
errors in the reference data set, such as duplicate entries, 
which would not be automatically detectable by an XML 
validation tool.  Instead of record numbers, however, data 
for such record entries could be listed sequentially and 
populated in the order of appearance.  Delete entries can 
then be designated by a special tag, which results in the 
creation of a gap in the file structure. 

Most forensic SIM tools run under the Windows 
operating system, making it a logical platform for 
implementing IMP.  To allow other operating systems 
besides Windows to be supported, IMP was written in the 
Java programming language.  IMP uses and extends an 
open source programming interface called Java Card 
Communication Access Library (JACCAL) to exchange 
APDUs with the SIM.  A SAX parser is also used to 
interpret the reference test data represented in XML.   

4. Conclusions 

Cell phone forensics is an emerging discipline.  
Various impediments exist that create problems for 
forensic specialists working in this area, and need to be 
overcome for the discipline to flourish.  The two 
techniques presented in this paper attempt to resolve two 
problems: the latency in coverage of newly available 
phone models by forensic tools, and the lack of readily 
available reference material to use as a comprehensive 
baseline for validating the correct functioning of forensic 
SIM tools.   

The basic techniques described in the paper are 
extendable beyond the specific examples given.  In the 
case of phone manager protocol filtering, the technique 
could be applied to phone managers from cell phone 
manufacturers other than Nokia, albeit with a filter 

<phonebookentry> 
 <description enc="ucs2">4™�…2•5Y�J </description>  
 <address> 
  <ton>international</ton>  
   <npi>telephone</npi>  
  <number>1444412345678</number>  
 </address> 
</phonebookentry> 
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