






A significant proportion of respondents (41%, n=23) 
made distinctions between government agencies in 
terms of trust, although the majority (59%, n=33) did 
not do so. Asked which government organizations they 
trust the most, as well as those they trust the least, 
participants named Inland Revenue Department as both 
the least trusted (equal with the welfare agency, Work 
and Income NZ) and as the most trusted organization 
(followed by the Ministry of Health). Other responses 
to this question included: “not sure,” “I just don’t trust 
any of them,” and “they are all the same.”  

4.2 Data from discussions 
The eight focus group interviews provided more in-

depth data from the various perspectives of the 
participants involved. Since the course of each group 
discussion was influenced by the comments made by its 
participants, a number of issues were discussed in some 
groups and not others. Participants’ gave various 
definitions of the concept of privacy. Many indicated 
that they believed privacy is related to being able to 
control “who knows what” about things related with 
their private lives. Some defined privacy in terms of 
types of information that they feel should be kept 
private and confidential (e.g., related to health, 
finances, etc.).  Other individuals, predominately in the 
group of Pacific peoples, explained that their view of 
privacy is primarily concerned with keeping family 
information private and protecting the honor of their 
family’s name and reputation.  

One of the first questions posed to groups was 
about whether individuals were aware of any laws or 
regulations that exist to help protect their privacy. Most 
commonly, there was uncertainty amongst the group 
about any such protections. However, once someone 
had mentioned the Privacy Act others would 
acknowledge that they had heard of it although the 
majority of individuals reported that they knew little (if 
anything) about that Act.2 On the other hand, in some 
groups there was at least one participant who was 
familiar with Privacy Act because of their occupation.  
In these cases, the individual with this familiarity 
explained how the Act applied to their job, and shared 
what they knew about the provisions of the Act.  
Despite those with a basic understanding of some 
provisions of the Privacy Act, the overwhelming 
majority of participants reported knowing little or 
nothing about what protections (laws, regulations, etc.) 
or which organizations, e.g. the Office of the Privacy 
Commissioner (OPC), or the Human Rights 

2 Regardless of whether participants were aware of the Privacy Act, 
many individuals responded to the question by saying that their 
privacy is supposed to be protected based on which “boxes they tick” 
on the various forms they fill out.   

Commission, etc., exist to help protect their right to 
privacy.   

Participants expressed various views about their 
willingness to complain about situations where they 
believed their privacy had been breached. While some 
claimed that they would seek redress, many participants 
affirmed that they were unlikely to complain about 
minor breaches of their privacy. Individual comments 
suggested that some believed the existing complaints 
processes (via the specific organization and the OPC) 
were likely to take too long, were unlikely to be 
effective, and would not be able to remedy their 
dissatisfaction (i.e., contending that after privacy-
related harm is done, most often any resulting damage 
cannot be undone or rectified).  

Participants were asked whether they have more 
confidence that their personal information will be 
handled properly and adequately protected by 
government organizations or organizations that are not 
part of the government. Overall, the majority of 
individuals reported having more confidence in 
government organizations.3 One response that was 
consistent with the attitudes of many participants was:  

I think a private organization is more likely to 
sell my information, whereas government would 
be more likely to lose my information. 

Many comments suggested that individuals believe the 
objectives and motivations of government organizations 
are more virtuous (and therefore, more trustworthy) 
than private sector entities. On the other hand, some 
participants voiced concerns about data sharing 
between and amongst government bodies, an issue 
discussed further below 

When individuals were asked to explain why they 
had more confidence either way, different views were 
evident:

I think government. I would feel better with 
[government] than a private organization 
personally because I feel that [government 
organizations are] audited all the time and they’re 
quite accountable…

in contrast to: 
I would be more inclined to trust private 
organizations, … Government seems to, more and 
more, want to pry into personal activities.

Individual’s responses seemed to be influenced by 
their occupation. Some people working in the private 
sector were adamant about how serious their 
organizations were about protecting their customers’ 
privacy, while others who work for (or with close 
relatives working for) government expressed similar 

3 Although we did not ask specifically about the banking sector, 
individuals in most groups noted that they felt banks were the most 
trustworthy organizations with regard to privacy.
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views supporting government organizations. 
Participants were also asked whether they considered 
some government organizations to be more trustworthy 
than others or they trust them all the same.  The vast 
majority reported that they assess the trustworthiness of 
each organization separately, and therefore, they trust 
some more than others. In these discussions, very few 
people said that they trust all (or even most) 
government entities equally. Those who trusted all 
government organizations similarly were more likely to 
report low levels of trust.

Participants were asked to name the 
departments that they trust the most and the least, and 
explain why.  In particular, individuals were 
encouraged to try to articulate what influenced their 
assessment of an organization’s trustworthiness. Some 
individuals reported that they believe organizations 
whose objectives are not directly linked to money are 
more trustworthy than those that are, citing this as a 
cause for distrusting IRD and Work and Income 
(WINZ), among others.  Similarly, a number of 
comments implied that some organizations have 
developed more reliable or trustworthy systems for 
collecting and processing personal information. 

Individuals provided explanations about why they 
trust some organizations more than others and these 
were almost always based on their familiarity with, and 
personal knowledge of, each organization. Most 
specified that the amount of influence any source of 
information (about an organization) would have on 
their attitude is directly related to the credibility of the 
source. Generally, knowledge gained through personal 
experiences was reported to have the most influence, 
followed by stories or information received from 
friends and family, and lastly, information received 
through different media channels (television, radio, 
newspaper, etc.) Participants reported that there were 
many government organizations that they knew little 
about (those that they had no experience with, and were 
unlikely to interact with in the future), and therefore, 
could only generalize about the trustworthiness of those 
organizations. In cases where individuals expressed a 
high level of confidence in a particular organization, 
they commonly attributed this confidence to their 
personal experiences with that organization.    

When participants were asked whether a breach of 
privacy in one government organization would affect 
the amount of trust they have in other government 
organizations, the overwhelming majority reported that 
only their level of trust in the specific organization 
would be decreased.  A few individuals indicated that it 
might affect their assessment of the trustworthiness of 
government organizations in general based on their 
experiences with one or two specific organizations.   

4.3  Confidence in various channels  
Participants were asked which channel they 

considered more trustworthy for providing personal 
information to government. The overwhelming majority 
of respondents reported the most confidence when they 
provide their personal information in a face-to-face 
environment (this was consistent across all groups). The 
next most preferred channel for providing personal 
information was the post. However, this question 
generated a lot of diverse answers. In many groups, the 
Internet was slightly preferred to the telephone, but not 
compared to face-to-face meetings, and the post. Many 
respondents distinguished  between ‘secure’ websites 
and websites in general, a judgment they made based on 
seeing a message announcing that they were accessing a 
secure web site, had noted a padlock symbol displayed 
on their browser window, or ‘knew’ to be secure. 
Individuals commonly said that one benefit of online 
interactions is that there is almost always a record of the 
event, and that they save a copy for future reference. In 
most groups, people expressed fear about “hackers,” 
and repeatedly cited examples of stories from the media 
about different threats and vulnerabilities online The 
majority of participants maintained that they understand 
very little about what happens to information processed 
over the Internet, and those without much Internet 
experience tended to voice stronger fears about this 
channel compared to those with more experience. 

While the phone was reported to be the least 
trusted channel for providing personal information, 
many individuals noted that the phone can help to 
preserve anonymity when seeking information from 
different organizations. Individuals in two different 
groups contended that the channel used to provide 
information is relatively insignificant, because the 
information is eventually stored on computers and 
subject to the same threats (most commonly noted in 
terms of “hackers getting into the databases”).  As 
previously discussed, most individuals disagree with 
this contention, as they associate different risks and 
levels of confidence with each channel.   

4.4  Data sharing 
Asked about their views on the sharing of personal 

data or information between government agencies, a 
number of individuals reported that they believe data 
sharing programs are fundamentally breaches of 
information privacy, while others claimed that 
government data sharing programs contributed to a 
feeling of having little control over where their personal 
information is communicated. On the other hand, many 
expressed qualified support for certain data sharing 
arrangements, noting that there are situations where 
data sharing is necessary and acceptable, provided that 
two general conditions are met: the sharing is done 
fairly or ethically, and the individual perceives some 
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benefit as a result of the data sharing program. Many of 
these participants expressed frustration about having to 
submit the same information to different government 
organizations.  

4.5  Emergent themes 
 One recurring theme that was central to most of 
the group discussions related to the unique context of 
the relationship between the State and its citizens. In 
contrast to the environment of the private sector, people 
reported feeling as though they have little power in this 
relationship, and little control over what information the 
State has about them and how it is used. Furthermore, 
individuals reported that they believe they have little or 
no choice about whether to provide personal 
information when a government organization requests it 
from them. Based on the comments made by 
participants and the frequency with which this topic 
occurred in the various discussions, this feeling of an 
uneven distribution of power seems to significantly 
influence the attitudes of the majority of these 
individuals.  

Comments related to the technology itself reflected 
many different levels of knowledge about computers, 
the Internet, and technology in general (from 
inexperienced and uneducated/untrained, to 
experienced and educated/trained). Concerns were 
raised in relation to individuals’ personal experiences 
and stories they had heard through various media 
channels, and centred around three themes: the security 
of computers and the Internet, increasing reliance on 
computers and information technology (including the 
perception of increased potential for privacy breaches), 
and a lack of understanding about what happens with 
personal information submitted to organizations.   

In the discussions about the scenarios presented 
questions were asked about how certain events would 
impact on individuals’ level of trust in the organizations 
involved. Two factors were commonly raised: the way 
the organization disciplines the employee(s) responsible 
for causing the breach, and the way the organization 
handles the situation with the individual whose privacy 
was breached. Both influenced the sense of grievance 
participants felt about the breach, and their future trust 
in the organization, regardless of the magnitude of the 
breach. Organizations which were open about the 
breach mitigated the extent to which trust would be 
withdrawn. Financial and health information remained 
the most serious areas in relation to breaches of privacy, 
causing most concern, and demanding redress from the 
organization concerned. 

Finally, the researchers observed that some 
individuals’ reported attitudes seemed to be 
contradicted by their reported behaviors.  This occurred 
in more than one group, and was most often related to 
technology issues. While it may not be surprising that 

people’s behaviors sometimes belie their reported 
attitudes and preferences, it is important to be aware of 
this when interpreting findings based on participants’ 
reported attitudes. The use of scenarios, and a 
triangulated approach to the study was designed to 
minimise the impact of this phenomenon.   

5. Discussion 
A number of key issues emerge from this research. The 
first is the unique challenge facing government 
organizations based on their roles and responsibilities 
e.g., they must serve a wide variety of individuals, are 
often monopoly service providers, and many have the 
responsibility associated with compulsory data 
collection. A second relates to the diversity of reported 
perspectives as a reflection of the different attitudes, 
beliefs, feelings and experiences of the citizens served 
by the New Zealand Government. Although the 
questionnaire data was not analysed according to 
factors such as ethnicity, socio-economic status, and 
education, these issues did emerge in the group 
discussions. There are clear differences in the responses 
of Maori and Pacific cultural groups, and less fear of a 
breach of privacy in higher socioeconomic groups. This 
mirrors the findings of the Unisys surveys carried out in 
New Zealand and Australia in 2006 [38]. Suspicion of 
IRD and the social welfare agency WINZ may also be 
related to socio-economic status, as observed by Raab 
and Bennett [39]. 

There were also some very positive attitudes 
reported. Some participants acknowledged that using 
technology could potentially result in enhanced 
individual privacy. Interacting with government 
organizations via the Internet could allow individuals 
the autonomy to access government and submit 
information without the need to appear in person or 
discuss issues over the phone. There is also a 
substantial group of respondents who would be willing 
to supply information once, to one agency, to be shared 
across agencies, for the sake of convenience.  

Concerns about the trustworthiness of government 
organizations were also influenced by the media, as 
much as by personal experience, and led to some 
perceptions that individuals have little control over the 
personal information they provide to government 
organizations, and generally lack power in their 
relationships with these organizations.  There are a 
number of steps government agencies could take to 
mitigate these concerns, in particular explaining more 
clearly how information is stored, and who may have 
access to it. Existing statements on government web 
sites are more likely to refer to the use of names and 
addresses, or copyright and intellectual property issues. 
They rarely address concerns raised by citizens. Privacy 
statement on government web sites need to 
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communicate much better with citizens if they are to 
help build trust in e-government.  

There is clearly a reminder here to government 
organizations to look to their privacy practices, develop 
policy and training programs related to privacy, 
information security, and trustworthy behavior at an 
individual as well as an organizational level in order to 
ensure that incidents labeled by citizens as 
‘incompetent’ do not continue to occur. When breaches 
of privacy do occur, the consequences can be 
minimized by attention to the factors reported here- 
making clear the actions that have been taken to redress 
the issue in an open and honest way, in order to restore 
the trust that has been broken. This would also help to 
limit the impact of the breach to one agency, and 
prevent it from impacting on all government activity.  

In conclusion, it seems that individuals have the 
most confidence in providing personal information in a 
face-to-face environment, and some confidence in the 
postal system. There is still widespread skepticism 
about privacy online. These attitudes are consistent with 
some of the findings from the recently published report, 
Channel-Surfing: How New Zealanders access 
government, which reports that the phone and the 
Internet are the two channels about which the majority 
oft New Zealanders have security concern [40]. These 
preferences appear to relate to the ability to form 
judgments about the trustworthiness of the individual to 
whom one is passing information, and the ability to 
build a relationship with that person, and the agency, 
they represent, however temporary that relationship is. 
It seems that a channel strategy that allows citizens 
choice in how they interact with government will be 
necessary for some time to come.  
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