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Abstract

Software vulnerability identification and their disclosure
has been a critical area of concern for policy makers. Tra-
ditionally, Computer Emergency Response Team (CERT)
has been acting as an infomediary between benign iden-
tifiers who report vulnerability information and users of
the software. After verifying a reported vulnerability, and
obtaining the remediation in the form of a patch from the
software vendor, the infomediary — CERT — sends out a
public “advisory” to inform software users about it. In the
CERT-type mechanism, reporting vulnerabilities is volun-
tary with no explicit monetary gains to benign identifiers.

Of late, firms such as iDefense have been propos-
ing a different market-based mechanism. In this market-
based mechanism, the infomediary rewards identifiers for
each vulnerability disclosed to it. The infomediary then
shares this information with its clients who are users of
this software. Using this information, clients can pro-
tect themselves against attacks that exploit those specific
vulnerabilities. The key issue addressed in this paper is
whether movement towards such a market-based mecha-
nism for vulnerabilities leads to a better social outcome?
We study this problem by characterizing the behavior of
software users benign and malign identifiers (or hack-
ers).

1 Introduction

Software vulnerability identification and their disclosure
has been a critical area of concern for policy makers. Tra-
ditionally, organizations like Computer Emergency Re-
sponse Team (CERT), have been acting as centralized
repositories where identifiers report vulnerabilities. Then,
they contact software vendors for the appropriate patches.
They also disclose these vulnerabilities publicly after an
optimal time. This process allows software users to se-
cure their systems against known and disclosed vulnera-

bilities. In this traditional mechanism, reporting vulner-
abilities is voluntary with no explicit monetary gains to
identifiers. Of late, commercial firms have been proposing
a different market-based mechanism to induce identifiers
into providing vulnerability information to them. Firms
then share this information with their clients and provide
services to secure their clients’ architecture. For example,
iDefense (www.idefense.com) is one such active infome-
diary in this market.

The key issue is whether movement towards such
a market-based mechanism for vulnerabilities leads to a
better social outcome? The answer to this question is not
obvious. On one hand, incentives to find and disclose vul-
nerabilities may lead to benign identifiers investing more
effort and time in finding vulnerabilities leading to better
security. On the other hand, this mechanism may lead to
a market with higher levels of vulnerabilities. Although
software users which are clients of infomediaries such as
iDefense are protected, the rest of the market suffers. The
main goal of this paper is to analyze the welfare impli-
cations of these existing infomediary mechanism designs.
In addition to this, we compare these mechanism designs
to two other designs we propose in this paper.

We study this emerging and important research is-
sue by modelling the optimal behavior of all players in-
volved in this market (identifiers, software users and in-
fomediary). Specifically, we model the competition be-
tween a benign identifier and malign identifier (or hack-
ers). Note that a hacker benefits from vulnerability search
and disclosure in a way different from benign identifiers.
This, in turn, could lead to a higher or lower hacking in-
cidents affecting social welfare. The analysis provides us
with a deeper understanding of the dynamics of this mar-
ket to apply the right kind of policy interventions.

The paper is organized as follows. In section 2,
we review the literature most relevant to this topic. Fol-
lowing that in section 3, we model different mechanism
designs for the infomediary. In section 3.6, we compare
these mechanism designs.
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2 Literature Review

Most prior work in the software vulnerability and infor-
mation security area has focused on the technical aspects
of the problem. But in this section, we restrict our at-
tention to papers that address “non”-technical issues. For
example in [8], each vulnerability is categorized based on
the policies that get violated when that vulnerability is ex-
ploited. Their analysis contributes to the understanding
of the steps needed to eradicate these vulnerabilities. [3]
take this classification one step further. They categorize
and analyze software errors that led to security breaches.
Based on their classification schemes, they also develop
testing techniques in [4] that can identify security errors.

When such techniques are incorporated in the soft-
ware development processes, a few papers [7, 2] argue
that software quality improves and the software has fewer
bugs. Although these methods and processes are useful
in improving software quality, it is widely believed that
vulnerabilities and therefore, attacks exploiting these vul-
nerabilities cannot be completely eliminated.

Given this, a few papers have analyzed related
problems in the information security space. Gordon and
Loeb [6] develop an economic model for information se-
curity investment decisions. They claim that the optimal
information security spending does not always increase
with the expected loss from attacks and that the optimal
security spending has to be far less than the expected loss
from attacks. They provide intuitions for this counter-
intuitive result and validate their claims using empirical
data. Similarly, Arora et al. [1] develop an economic
model to study a vendor’s decision of when to introduce
its software and whether or not to patch vulnerabilities
in its software. They compare the decision process of a
social-welfare maximizing monopolistic vendor to that of
a profit-maximizing monopolistic vendor. Interestingly,
they observe that the profit-maximizing vendor delivers a
product that has fewer bugs than a social-welfare maxi-
mizing vendor. However, the profit-maximizing vendor
is less willing to patch its software than its social-welfare
maximizing counterpart.

To our knowledge, no prior work has addressed
issues related to the current imbroglio. Practitioners
in different capacities have been proposing different le-
gal/economic frameworks for software vulnerability dis-
closure ([9, 5, 11]). A few researchers have suggested
other mechanisms as well. For example in a New York
Time article, Varian [10] suggests that information se-
curity can be improved by first assigning legal liability.
Along with a legal framework, he argues that an insurance
framework can provide the correct market-based incen-
tive structure. In this current scenario, policy-makers are
left with little guidance in understanding the implications
of these proposed frameworks. Before policy-makers ex-

plore these proposed frameworks, they need a better un-
derstanding of the implications of existing frameworks
and this is the contribution of our paper. Our paper em-
ploys game-theoretic models to provide insights into the
welfare-metrics of existing disclosure frameworks.

3 Model

There are four types of participants in this marketplace
— the information intermediary, benign identifier, malign
identifier and software users. We are interested in compar-
ing the welfare-effects when mechanism adopted by info-
mediary changes. Specifically, we compare the welfare-
effects of the following mechanisms:

e Market-Based Mechanism: This is the model imple-
mented by a market-based firm like iDefense which
is interested in maximizing profits. It purchases vul-
nerability information from a benign identifier and
secures the architecture for their clients. Its clientele
are software users who pay a fee for obtaining this
information.

e CERT-Type Mechanism: As the name suggests, this
models the traditional framework employed for vul-
nerability disclosure. In this mechanism, no mone-
tary benefits are provided to the identifier. Also, no
subscription fee is charged to software users.

e Consortium Mechanism: In this case, the infomedi-
ary is maximizing the surplus of all its clients. The
planner wants to include optimal number of users so
that it can cover its costs.

e Federally Funded Social Planner: This is reference
model against which we compare all other mecha-
nisms. The objective of this mechanism is to max-
imize social welfare generated. The mechanism is
such that a federally funded agency sponsors the vul-
nerability disclosure. But unlike in the market-based
mechanism or the consortium mechanism, no fee is
charged to the software users. Vulnerability informa-
tion is provided to all software users.

We model each of these mechanisms as a two-
staged game. In the first stage, the infomediary moves
and offers its pricing strategy. In the second stage, all
other participants react. The infomediary sets p, and p; in
the first stage. py, is the price that the infomediary pays for
each vulnerability reported. p, is the price it charges each
of its clients — software users. These prices determine the
number of subscriber (and hence the market share) to this
service, number of vulnerabilities reported and the prob-
ability of attacks. Essentially, they dictate the social wel-
fare generated for each (py, ps) pair. The expression for
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social welfare in terms of p; and p, is computed in section
3.1. Having done that, we compute the optimal py, ps pair
and its corresponding social welfare for each mechanism
in each of the following subsections. In the last subsec-
tion, we compare the welfare effects of the four mecha-
nisms.

3.1 Modeling Software Users, The Benign
Identifier and The Hacker

In this section, we model the reactions of software users,
the benign identifier and the hacker to any (py, ps) pair set
by the infomediary. We begin by labelling the parameters
of interest to us. Let IV represent the number of users sub-
scribed to the infomediary’s service. This is dependent on
the one-time subscription fee pg charged by the infomedi-
ary. Recall that the infomediary acquires the vulnerability
information by paying a reward of p;, for each vulnerabil-
ity reported. This reward incentivizes a benign identifier
to exert effort, discover vulnerabilities and report them.
Without loss of generality, we assume that there is one
vulnerability that can be discovered by either benign iden-
tifier or malign identifier with some probability.

Let K,,,ona be the probability that the benign iden-
tifier discovers and reports the vulnerability to the info-
mediary. After obtaining the vulnerability information,
the infomediary notifies! its clients so that they can pro-
tect their systems against potential future attacks. Let the
probability that the attack is prevented be K, ... Thus
K revenea COITESpONAS to the probability that the vulnerabil-
ity reported by the benign identifier is discovered later by
the hacker. In such a case, the hacker can exploit the vul-
nerability to attack those users that are not subscribed to
the infomediary’s service. Sometimes the hacker may dis-
cover the vulnerability first. Let K. be the probability
that the vulnerability is first discovered by the hacker. In
this case, the hacker exploits the vulnerability to attack all
users. All these probabilities — K poneas K preveneas a0 Kerer
— are dependent on the effort level exerted by the benign
identifier and the hacker which are in turn, driven by p;
and p; set by the infomediary. Our objective in this sec-
tion, is to express these probabilities and IV as functions
of ps and p,. We intend to use these expressions to com-
pute the optimal p;, and p, under each mechanism.

3.1.1 Software Users

We assume that software users are heterogeneous in terms
of the loss they incur when a vulnerability is exploited.
Let the user “loss”-type, 6, be distributed uniformly be-
tween [0, 0]. Any software user i of type 6; is assumed to

I'The infomediary may also provide value added services such as de-
livering the patch for the vulnerability, filters to protect against attacks
that exploit the vulnerability etc.

incur a loss of ? when the vulnerability is exploited. The
non-linear choice of the loss function reflects the empir-
ical observations quite well — many users suffer smaller
losses while a few users suffer huge losses. The software
users have an option of preventing attacks on their systems
by subscribing to the infomediary’s service. Any user ¢,
whose expected profit from subscribing

Huscr = 912 Kprcvcnlcd — Ds > 0 (1)

subscribes to the service. In this expression, the first term
corresponds to the loss prevented by subscribing to the
service. The second term corresponds to the payment
made to the infomediary. Clearly only those software
users whose 6; satisfies the following condition subscribe

to the service:
Ps
K

prevented

0, > 2)
Since ¢ is assumed to be uniformly distributed between
[0, 6], the number of clients subscribed to the infomedi-
ary’s service is:

ps 1

N=1- = 3
K, 8 3)

Consider the CERT mechanism where software
users are not charged any price at all i.e., p, = 0. In
such a case, N = 1 which implies all users are provided
with vulnerability information.

3.1.2 Competition Between the Benign Identifier and
the Hacker

Given p;, and p,, how do benign users and hackers change
their effort level? In short, we are interested in obtaining
the probabilities — K poreas Kprevenea ANA K — as functions
of py and ps. As a first step, we express these probability
values in terms of effort levels of the benign identifier and
the hacker. Then in the second step, we compute the opti-
mal effort level exerted by them based on their respective
profits.

The competition between the benign identifier and
the hacker is modelled by considering the time-frame for
the software’s life cycle as 7". Within this period, we as-
sume that the probability that a player — the benign identi-
fier or the hacker — discovers a vulnerability is distributed
uniformly. Note that we are simply characterizing the
probability of discovering the vulnerability and not the
probability conditioned on a player discovering it first.
Let «, an exogenous parameter, correspond to a baseline
probability probability such that each player discovers the
vulnerability before the end of the time period without
exerting any effort. Therefore, given our distributional
assumption, X is the probability that the vulnerability is
discovered by a player at each instant without exerting any
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effort. In short this is the pdf for vulnerability discovery
at some time ¢. Players can alter v and hence this pdf
by exerting effort. For simplicity we assume that when a
user exerts an effort o, the probability of discovering the
vulnerability 4 ~2. Similarly, for an effort level 3, the
probability increases to 5 + .

Obviously, both benign user and hacker would in-
vest in efforts o and 3 in an optimal manner. In short, they
are determined by the non cooperative Nash equilibrium
that emerges due to competition between them. These pa-
rameters « and 3 — are assumed to be set for the entire
duration, 7', and cannot be modified during the game. Be-
cause of their efforts, the different probability values are
computed as follows:

e The probability that the vulnerability is reported —
K porea — corresponds to the probability that the vul-
nerability is first discovered by the benign identifier
and reported to the infomediary.

K,

reported

T
/ Probability (benign = t)
0

Probability (hacker < t) dt  (4)

Probability(benign = t) is the probability that
the vulnerability is identified by the benign iden-
tifier at time ¢ by exerting an effort o and
Probability(hacker < t) is the probability that the
vulnerability has not been identified by the hacker
exerting effort (3 until this time ¢. Therefore,

T
a+y B+t
Koed = 1—
/0 s ( L8

= (a+7) (1—@)

&)

® K, .. 18 the probability with which an attack is pre-
vented because a benign user identified it before the
hacker. Therefore, this is also the value of subscrib-

ing to the infomediary’s service. Therefore,

T
Kprevemed = / Probablllty ( h(lck‘e?‘ = t)
0

Probability (benign < t) dt

_ (a+7)(ﬂ+v)

> (6)

e Finally, the probability that the vulnerability is first

2We found that the results are robust to the functional form assump-
tions made. We obtained a similar set of results when using a multiplica-
tive functional form.

discovered by the hacker — K, .. — is

K,

hacker

T
/ Probability (hacker = t)
0

Probability (benign < t) dt

0 (1- 52

5 (7

Having defined these probabilities and their prop-
erties, we can now characterize the optimal efforts exerted
by the benign identifier and the hacker. For this, we con-
sider their respective expected profit functions. Recall
that the effort exerted by the benign identifier increases
its probability of finding the vulnerability to « + . This
effort pays py, if the benign identifier discovers the vulner-
ability before the hacker. Since K. is the probability
that the benign identifier discovers the vulnerability first,
the expected revenue for the benign identifier is given by
Db Kponea- Corresponding to its effort, the benign identi-
fier’s cost is C'(«), a function of a. Mathematically, the
expected profit for the benign identifier is:

Hb = Krepnrled Db — C(Oé)

For obtaining an interior optimal solution, we require that
II, be concave with respect to . Since the revenue in-
creases linearly with «, any convex cost function will suf-
fice. Since it is commonly used, we use the quadratic
function, C(3) = Ma? where M is an exogenous con-
stant parameter which we use for scaling purpose such
that K ponea> K preveneas aNd K, are bounded above by one.

p

Substituting for C(«) and K poneas

B+7)
2

= (a+0) (1= P5 D) - arar @

Next, let us consider the hacker’s expected profit.
The hacker benefits by attacking all users if he discovers
the vulnerability first. But if he discovers the vulnerability
after the benign identifier, he obtains the profit only from
attacking users not part of the infomediary’s clientele?.
We assume that if the hacker is successful in attacking a
user of type 6;, he gains a profit of ;. Note that the func-
tional form of the hacker’s profit function is intentionally
made to be different from the loss for the user — 7. The
hacker’s cost is C'(3). Therefore,

0 q
Hh = chker / 0= do
o 0

(0—NO) 1
+Kprevented </ 65 d9> - C(ﬁ)
0

31t is trivial to show that hacker never finds it optimal to sell the
vulnerability.
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In the first term, K., corresponds to the probability that
the hacker discovers the vulnerability before the benign
identifier and attacks all the users. The term inside the in-
tegral is the expected profit that the hacker obtains from
attacking all the users. Similarly in the second term,
K evenea cOITESpONAs to the probability that the hacker dis-
covers the vulnerability after the benign identifier. The
integral in the second term corresponds to the expected
profit that the hacker can gain by attacking users that are
not part of the infomediary’s clientele. The last term cor-
responds to the cost of exerting effort. Substituting for
Kier and K, nea, and simplifying the expression, we
have

= 6+ (1-957)5
(B+7)(@+7)0(1 - N) 2
* 2 g MP

Substituting for NV from equation 3, we have the expected
profit for the hacker as

(B+7) (1—@>g

B+y)a+v) s M
2 K rovenica 20

1L, =

N

We can simplify this expected profit function fur-
ther by substituting for K,....... Therefore,

I, = (B+7) <1M)0—+p—sMﬂ2 9)

2 2 20
These expected profit expressions are used to determine
the optimal values for o and 3. To obtain the optimal
level of effort for the benign identifier — oo — we differen-
tiate the benign identifier’s expected profit expression i.e.,
equation 8, with respect to « and equate it to zero. Thus,

a*:(1_6+7>p_b

2 2M (19)

Similarly to obtain the optimal effort level for the hacker
— (8 — we differentiate the hacker’s expected profit expres-
sion i.e., equation 9, with respect to 3 and set it to zero.

. a+vy\ @
= 1 — _
=5 13
Solving the simultaneous equations — equation 10 and
equation 11, we get:

(1)

e BM-B)p 29 1)
32 M2 7])1,9

22—y M—py)f

T TR

(13)

As we mentioned before, since a@ + v and § + 7
are also probabilities and should be bound from above,
these expressions are valid only for M > My, =

(2-7)0"+1/0°(2—7)2—2-2y

ST=) . Therefore, we can scale M
such that this inequality is always satisfied.

For M > M;;, we observe the following prop-
erties in these equations: a) Both these expressions are
independent of p,, the one-time fee charged by the info-
mediary. b) As p, increases, « increases but 3 decreases.
This suggests that the effort exerted by the benign identi-
fier increases with p,. But this, in turn, imposes a nega-
tive externality on the hacker’s incentives and reduce its
efforts. ¢) For a given py, both the benign identifier and
the hacker have an incentive to increase their efforts as v
decreases. d) Finally, as M increases, i.e., the cost of ex-
erting effort increases, the optimal effort levels — a* and
[* — decrease as expected.

Using o* and 3*, we can also compute the prob-
abilities K ened, Kreporiear K e’ From these equations, we
observe the following properties to be valid:

e As pp, the incentive to disclose vulnerability in-
creases, K, cported, the number of vulnerabilities re-
ported increases.

e Similarly, higher p;, increases Ky cvented, the num-
ber of vulnerabilities prevented also increases.

e Finally, Kjqcker decreases with py,.

3.1.3 Welfare Metrics and Comparative Statics

Given these behavior, we are ready to compute the welfare
metrics — Total User Loss and Total Industry Loss — for
any given p;, and p,. The total user loss is specified as:

502
UL = Ky /fwe
o 0

5(1—N) 92
H%md/ Zdp) + N p. %)
0

The first expression corresponds to the loss incurred when
the hacker discovers the vulnerability first. Note that in
this case hacker can attack all users. The second expres-
sion corresponds to the loss incurred when the hacker dis-
covers the vulnerability after the benign identifier. In this
case, the hacker is left to attack only those users who
are not part of the infomediary’s clientele. The last term
corresponds to the total payment made by all subscribing

“4Since these probabilities involve complex expressions, we do not
provide them. However, they are available upon request.
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users to the infomediary. Substituting for different param-
eters, one can compute the total user loss as a function of
pp and p,. Since, ps and p, are somewhat tedious, this
loss function is tedious as well and we do not report it
here. We perform numerical analysis.

Similarly, we compute the total industry loss as
the loss incurred by the users in addition to the profit/loss
incurred by the infomediary. Equation 14 corresponds to
the loss incurred by the users. This combined with the
infomediary’s profit equates to

9 92
IL = K / —db
o 0
5(171\7) 92
/ Z 0 | + Kopreap(15)
0 0

When we compute the industry profits, the term N pq
which appears in equation 14 does not appear in equation
15. This is because N p; is the transfer of rent between
the users and the infomediary. Thus, the only remaining
term is the expected payment made by the infomediary
for vulnerability disclosure and it appears in equation 15.
Substituting for different parameters, one can compute the
total industry loss as a function of p; and p;.

+ Ko

3.2 Market-based Mechanism

A classic example of this type of infomediary is iDefense
(www.iDefense.com). It purchases vulnerability informa-
tion and notifies its clients about the vulnerability. Re-
call that the infomediary charges each of its clients a price
of ps and pays p;, for every vulnerability reported. These
variables are outcome of the expected profit maximization
function given by

max N ps — K ponealb (16)

Ps,Pb

The first term in the expression corresponds to the revenue
that the infomediary generates from charging its clients
ps. The second term is the cost it incurs to pay for each
vulnerability reported.

We can substitute N from equation 3. Therefore,
the objective function is:

(1_

Taking the first order derivative with respect to ps and set-
ting it to zero give us optimal ps. Therefore,

A7)

max

ps 1
== :> DPs — K'eporled Do
Ps,Pv

K, 0

—2
4 Kyveneal

9

*

ps =

We set p; = p; in equation 17, differentiate the expres-

sion with respect to p, and equate it to zero to obtain the
optimal pj°.

Given p, and pp, we can calculate the welfare met-
rics for the market mechanism — the total user loss, U Ly,
and the total industry loss, I L. In the subsequent sec-
tion we show the expression for both these measures.

3.3 CERT-type Mechanism

In this mechanism, p, = 0 i.e., no monetary incentives
are provided to the identifier, and p; = 0 i.e., users are
not charged any subscription fees for vulnerability notifi-
cation. All users are notified about the vulnerability. By
virtue of our derivation in section 3.1, whenp, = 0, a = 0
i.e., the benign identifier does not exert any effort at all.
But, vulnerabilities are still discovered by a benign iden-
tifier with a probability of . By assumption, the benign
identifier always reports the vulnerability to the infome-
diary. On the other hand, hacker invests an optimal 3 to
exploit the vulnerabilities. Optimal [ is found by substi-
tuting pp = 0 in equation 13. Therefore,

(2—1)0
* = 18
B S (18)
Again we can calculate the welfare metrics for
CERT mechanism. But in this case, both losses are equal
to one another since there is no transfer of payment. For

pp = 0 and ps = 0, the losses are given by

1 _ _
ULctre = I Legre = —(2 - 7)((2 - ’7)0 +8 M’}/)GZ

48 M
19)

3.4 Consortium Mechanism

Although currently, no equivalent framework exists, one
can imagine Information Sharing and Analysis Centers
(ISAC)® to execute such a mechanism. In this mechanism,
the infomediary is assumed to maximize the welfare gen-
erated for all its clients. It does so by charging each client
a one-time fee of p; that is sufficient enough to pay for the
vulnerabilities reported:

N pS = Krcporled pb (20)

The left hand side of this expression is the income to the
infomediary and the right hand side is the expected pay-

SHere again, the expression is tedious and it is available upon request

6The US federal government, under Presidential Decision Directive
NSC-63, has encouraged the establishment of industry based Informa-
tion Sharing and Analysis Centers (ISACs) to promote the disclosure and
sharing of security information among firms. Currently, these ISACs are
focused on gathering, analyzing and sharing information related to ac-
tual, as well as unsuccessful attempts at, security breaches. We envision
their role to be broader for this model.
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ment made by the infomediary for the vulnerability dis-
covery. Substituting for NV, we have

ps 1
1 - = == K te
( Kpl.cwmcd 0) p S reported p b

This is a constraint to the following objective function op-
timized by the infomediary:

0
1
max / 622460 ) K, os — N ps
ro \Jaa-n) 0

The first term corresponds to the loss prevented by this
framework whereas the second term corresponds to the
cost incurred by all clients.

We express this constrained optimization function
used by the infomediary in the following manner:

7
1
max / 0?=do Kevenea — N s
PbsPs,L 0(1-N) 0

+L(K porea Po — Nps)

where L is the Lagrange variable. We solve this function
using Kuhn-Tucker method to obtain pg and py, and then
the corresponding welfare metrics. For simplicity reason,
we do not list the results here. We will compare it to other
mechanisms later.

Note that similar to the CERT-framework, the in-
dustry loss I Lcoy and the loss incurred by the users U Loy
are identical i.e., U Lcoy = I Lcoy. This is so because the
transfer of payment is equal to the loss incurred by the
infomediary. Since p, and p; are analytically intractable,
one can compute these losses numerically.

3.5 Federally-Funded Social Planner

This subsection deals with the case when the infomedi-
ary pays for vulnerability disclosure but charges nothing
to the users i.e., ps = 0. The price that it is willing to
pay for the vulnerabilities is a solution to the following
optimization function

0
1
max (/ 92:d9> Kprevemed - Kreponed Db
Py 0 0

Solving this optimization function, we obtain the optimal
py- In this expression, p, decreases with an increase in 7.

i —. Beyond this, the

1)

g
i 48 M2—4M 0+9
performance will be similar to that of CERT. Correspond-

ing to these prices, we evaluate the total user loss, U Ly,
and total industry 1oss, I Lygp.

pp > 0 only for v <

3.6 Comparison

We use results from the previous subsections to compare
the four mechanisms. We study the sensitivity of the total
user loss to variations in each of y, M and 0. For sim-
plicity of exposition, we will refer to the total user loss as
TU L for the rest of this section. Our results are:

e Keeping M and +y constant, as @ increases, i.e., as the
maximum loss suffered by the user increases, TU L,
increases under all four cases. This is observed in
Figure 1.

e Figure 2 shows the sensitivity of TUL to M for a
set value of v = 0 and # = 6. We observe that as M
increases, both TU L decrease. Intuitively as the cost
of discovering vulnerabilities increases, the optimal
effort level exerted by the hacker decreases which in
turn, decreases the loss suffered by users.

e Figure 3 shows the variations of TU L due to . Re-
call that  is the random independent probability that
the vulnerability is discovered without any effort. As
~ increases, we observe the user loss to increase.

e Also note that v = 0, CERT-type mechanism per-
forms worse than a Market-based Mechanism.

e In contrast at higher values of v, we observe the
reverse i.e., CERT-type mechanism performs better
than a Market-based Mechanism.

e Federally Funded Social welfare maximizing mech-
anism always performs better than all other mecha-
nisms.

The results were found to be exactly similar when
studying the total industry loss also.

4 Conclusion

In conclusion, we have studied an important real-world
problem related to software vulnerability disclosure.
Specifically, we use game-theory to compare the welfare-
effects of different mechanisms. Based on our analysis,
we observe that a Federally-Funded Social Planner per-
forms better than all other mechanisms. We also find
that under certain conditions, the performance of market-
based mechanism is better than the CERT-type one and
vice-versa. This understanding is critical especially given
the current scenario where practitioners in different capac-
ities are proposing new frameworks. We intend to extend
this work by comparing other disclosure frameworks pro-
posed by different practitioners.
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Figure 1: Total User Loss for different Mecha-

nism Framework as 6 changes. M = 15 and
~ = 0 for this analysis.
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Figure 2: Total User Loss for different Mecha-
nism Framework as M changes. § = 6and v =0
for this analysis.
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Figure 3: Total User Loss for different Mech-
anism Framework as + changes. 6§ = 6 and

M = 15 for this analysis.
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