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nternet Denial of Service: Attack and

Defense Mechanisms is the first

book to exclusively address the
escalating problem of denial-of-ser-
vice (DoS) and distributed DoS
(DDoS) attacks. A certain amount of
technical prowess is needed to fully
absorb and benefit from the detailed
analysis of complex issues related to
this topic. Those who aren’t closely
familiar with TCP/IP, Internet Con-
trol Message Protocol (ICMP), Bor-
der Gateway Protocol (BGP), and
certain aspects of Internet architec-
ture will walk away with more ques-
tions than answers.

The first three chapters present a
high-level overview of DoS and
DDoS attacks—showing how they’re
waged, providing an attack chronol-
ogy, and examining the tools used.
Most of the book’s chapters focus on
attack and defense methods. For
example, chapter 4 intricately des-
cribes how attackers can compro-
mise large numbers of computers in
an automated fashion, possibly in a
cyclical manner, and then used to at-
tack remote systems without the
owners knowledge or consent.
Chapter 5 discusses the difficulty of
stopping DDoS attacks, which de-
rives from a mixture of technical as-
pects such as IP spoofing, and social
aspects such as a lack of cooperation
on forming a single implementation
strategy. The next two chapters,
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which describe various defense
strategies, are the most valuable, as
well as the most formidable. The au-
thors clearly state there isn’t a single
silver bullet solution to DDoS at-
tacks. However, they do lay out a
slew of other suggestions for preven-
tion and detection, such as securing
end hosts, overprovisioning one’s
network, and gaining cooperation
from upstream network providers.
The book wraps up with a discussion
on the legal issues surrounding at-
tacks, including the legal actions vic-
tims can take. The authors end with a
conclusion that forgoes the usual
cataclysmic scare tactics. They ac-
knowledge that DDoS attacks will
continue as long as infamy and
money are involved, but because
DDoS research is so new, theyre en-
couraged by the innovative ways pro-
posed to throttle and thwart attacks.

The most enjoyable aspects of the
reading were the approaches to de-
fense solutions, DDoS tool analysis
(including code in some cases),
forensic examples, advice on evi-
dence collection aftera DDoS attack,
and a discussion of criminal statutes.
The book is written in the traditional
attacker-and-defender prose that en-
gages the reader into a cause rather
than a topic.

Individuals who are confident they
already know everything about DDoS
are likely to be proved wrong after
reading the book. Learning about the
various topologies and control meth-
ods of bot armies that use stepping

stones (intermediary systems) and
handlers (a compromised computer to
control other bots) as well as either di-
rect or indirect communication, ob-
fuscation of traffic, and covert channels
(ICMP protocol as a control mecha-
nism) was enlightening.
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R ather than glorifying DDoS at-
tacks or providing a step-by-
step instruction manual on how to
perform them, Internet Denial of Ser-
vice presents a thoughtful discussion
of all the technical and policy issues
surrounding the problem. I would
highly recommend this book to
those interested in the manage-
ment, research, or operations as-
pects of network security. Although
you won'’t get a plug-and-play an-
swer, you will gain a full under-
standing of the complexity of
DDoS attack and defense models,
putting you in a better position to
evaluate the nature of a threat and
propose defense solutions. O
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